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2.1 BANNISUSUITAULEYS
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mmﬁmmumm%m‘uaﬂ COSO (The Committee of Sponsoring Organization of the Tread way
Commission) Fafuanseunisdansenandsdluuuania COSO : ERM (Enterprise Risk management)
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;nl‘ﬁ 1 COSO : ERM (Enterprise Risk Management)

2.2 wuanslun1su3nsanades (ERM : Enterprise Risk Management)

Asusmsanud sadwnd sadofidrdfivihlniAnauiuladnanud sstaun 78
nansznuddisnnelunaznisuen fifldenisussaTngUsvasdvetesdnsagldsunisiansanuas
Fanslivusluvieantonas Fsazhlnanisdidunuiivssansninuasd szaviua uiviednisuims
AILABIFINET uaﬂmm]zéfaqﬁmieﬁ’ﬁLﬁumiﬂ"aVlgdmﬁﬂsmuyjmmiLLé’a mndsaasliaudfgy
TumsimungSuiiaveusiofianssumsaiugu (Control Activities) Litefiansanysyavisavesnisdnnis
anudssilddiunsegluiagtiu viefinsanmsufoaiuduiisniu efinuseanamuosnis
Fan13anudes dnvsinaiu (Monitoring) Lt el ulalddnnisdnnisaanumdss fauniw Tadu
wzay warnnsuimsanudsdldiluldvnseduresesdnis fnsmsnuaudssimundd
nansEnUdAyson15UTIqTngUsEasdveI0sAnIsol uTIN ST SURnvey warvinedadansaumalaz
n1580a13 (Information & Communication) wiyaansynaulilszuiazitlasgrsiads azannse
Preliiyamnsiiiendesannsonevauewomnnisallfeimniuasivssansnmdsty
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ﬁﬂ'}iﬂ%’wqqszwasﬁﬂmalﬁaq LLazﬁ’wfamsLU?{auLLUaaLﬁ"a‘[,ﬁmsqLﬁmmmaﬂqwﬁmam‘mm
UMINYNRY

WNINYFEIAYANaUAT IHATUNITAINNTLUIUNITUTITAUE E99IUUINTFIU * COSO

(The Committee of Sponsoring Organizations of the Tread way Commission)

MISSION, VISION ’ / STRATEGY BUSINESS ’ "IMPLEMENTATION ENHANCED
£ & PERFORMANCE

& CORE VALUES y DEVELOPMENT OBJECTIVE L/ VALUE
/ FORMULATION _ ‘

,\' Governance Strategy & Performance Review Information,
& Culture Objective-Setting & Revision Communication,

& Reporting

1. Exercises Board Risk 6. Analyzes Business 10. Identifies Risk 15. Assesses Substantial 18. Leverages Information
Oversight Context 11. Assesses Severity Change and Technology

2. Establishes Operating 7. Defines Risk Appetite of Risk 16. Reviews Risk and 19. Communicates Risk
Structures 8. Evaluates Alternative 12. Prioritizes Risks Performance Information

3. Defines Desired Culture Strategies 13. Implements Risk 17. Pursues improvement 20. Reports on Risk,

4. Demonstrates 9. Formulates Business Responses in Enterprise Risk Culture, and
Commitment Objectives 14. Develops Portfolio Management Performance
to Core Values View

5. Attracts, Develops,
and Retains Capable
Individuals

5UT 2 AT2UIUNITUTNITANUELININNINTFIU COSO

TYANENTTUNITUIMTAMNULASIA I UNALLLATANTAUMNA bHILATIEHENTNLING DUYDINUIBIU
VDI UNNSUSINSANULABIUWA LUl agANSAUmA A9l

1) dnmnndaunielusspnsarumalulagansaumd (Internal Environment) Tawn

o szuugudeyaasaune (Database & Software) i uladuninerdusvinanauns
wasnhsnunelunnineds aelddumesidalawu snruacth uazgudeyaiuleddangny Wusu

o szyugudeyadmiumsuimsnumelu (Back Office) lown gruteyaszuvansussa
Budnnsetind (e-document) g1udeyaszuuaisaumeansneInsyana (n-eport) 1utoyangsioue
FudeyasEuuUIMIsIuUTEINN. §1UteysEUUUIINSIEn grudeyassuudnnsiseunisasueaulall
usiy

o szuugudeyaivendnusatufiu (TDO) szuvanussanunsuiosaynanfugaudnwilne
(UCTAL) szuvasmzieuiiioasinsaindnuugiudeyaanussanynsa e-Journal 1ugu

o szuuliiusnisiasetne Tewn szuumsatienislu (LAN) szuumsavedumesiin
(Internet) szuuLATRLTaNY (Wi-Fi) szuuiasetieidiiou (VPN) https://snru.ac.th/vpn


https://snru.ac.th/vpn

o guUnsalroufiunes (Hardware) W Le3psasufinmesiaivnessuuasaumna (Web
Application Server) Lﬂ%“amamﬂuLmaﬁi’Linsdmiwugwu%’aga (Database Server) in3psnoNfinnaiusivng
fld3niunazarsosdoya (Storage Server) adaslulasreuiinmes insesneuiinmasaiannmn (Note
Book) 1A3adaunuiues (Scanner) indesfissiiaiges (Laser Printer) ia3osfiamiuuunumniin (Ink-Jet
Printer) gunsaldsaaliihdmiuneuiiumes (UPS) gunsainseaedyaiainiodng (Switching HUB)
gunsalnszanedyaiesevieviinliansy (Wireless Access point) 1usiu

o szuuinwauvaonsdy loun Tusunsnaaeuuaztesiulisa Firewall IPS
(Instruction Prevention System) uag Web Application Fire wall

2) InUITEIAYRINITIATIILRUUTHITAAEES

1) Lﬁam‘%aummw%’amaa%’uamumiiﬁgﬂLau'ﬁ'm%mﬁmsﬁuﬁmzwgm%’ayja TGEREANT
wAlUlagaTauAYeININ 18I WA anauns
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3) lelvinsuftRnuiuliegniissuuuasdeliles wagaunsoudlvaomunsniliosis
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3) msm%ﬁamsszqmw@im (Event Identification)
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o MshATIEsEnUMTaiINNISRIRIaNY “What-if”
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[ ]
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nadsauas Uaymaunsal@aslulsylonilumsantiuniseely

a) maUszifiunudes (Risk Assessment) Usenoudie 4 dunou fio
4.1 msfmuanaeiuszduninsg i Wunusinoyldussidunandes Wi Tonna
flaziAnAnuides (likelihood) FEAUANUTULIIVBINANTENY (Impact) LasEAUTRIAALAL (Degree
of Risk) AgNTsUNIUIMIATAABI MU asivomthsruty Tassisun s uasds
AN NMsfvuanaeivedlenaAnANEI I ILAING 5 AU fie geunn/quusINNTige
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6) flanssuAduauAdNAEES (Control Activities)

fnmsnanlasdmusinpsnsiiienununanssuaudes elvaunsaussaimane
visolndiAsatuithiidmualilunsnaun sgfesiinsimunnagnslunmsmugunansenuesay
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6.1 aruAsiansilasiy (Preventive Control) ih/ABnseuauiiietesiulalfAnm
HosuadoRianwatasousiusn 1wy msoyd® n1sdnlassaiiaesdng mamugu madhdsenans s

6.2 NM13AUANLNBIMATIAINY (Detective Control) 1uFSMsmunn iledutoRnnanei
Aetuuda 1w mediesed mansiatu manenudeunndes WWudy

6.3 mManauANlAEN13TULE (Direction Control) LWuiBmuauiiduaiuvdonsedulian
AudNsanIngUszasa

6.4 Msuauiianisuily (Corrective Control) WuiBnsmunmiieuilutoiinnain
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7) ‘uauamsaul,wﬂu,avmsmmaaami (Information & Communication)
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swiganauas lEsunuuariiuiindoyaasaumaiiAsiiostuosdnsionnunasnsusnuazniely
@a@ﬂ’ﬂULUQLNEJLLaUﬁE)ﬁﬁEJEJ’NLM&J%?I&JVNI‘HWWUSULLU‘ULLawL’JaW Wetaelyrannsuaziiidulsdude
fiAedesanunsaneuaussieavnnIsalingg Iegnemndauasiissavinm
8) NMsAnAN 51897U wazUszdiunanisaiunisauuInsnsIanisaudsedldimunls
MsAnRuraNIALuIY Madnagns 1asns viewuamanldUiUR eanlenaiiia
arandes vidoanaudsmeesmaiionafedunnaudsdulasinis/Aanssy Avlififanssumuny
AmEes videudlsifivane wazthannausudnnisarendss madenlunisseniuannuides nsan/
A3PIUANATAEBS N3NsEANEANIEDY WEemsvaniAsInIEsilonsdnITUANNEsInde ey
nnmsUsziuendes wagnsussiiunismuauudalvnsanaudululduasalddemaden
ilefnduladoninmsnisananuidssingaslagfiarsanain
8.1 finnsaniweufumnuidssSeasimusianssumunuiiteruideslio
Tuseduigouiuld
8.2 Wisuiisueldanevseduyulunisdnnislifiunnsnmsauauiunaysslev
fagldFuanunsmsdsnaninduamiolsl
8.3 nsdldentmusianssumuauiieanaudsstiimuaisemunsiluusy
TEVAELRRIEDE
8.4 TuseuUslaly iwwmimwamimmmmimmimmLaaﬂuqa@ﬂaum
Ffiumsuimeaudsnunssuiumamaniu manuindaianudssiiiuiddyienainadents
us3g InqusrasinasmnemuuuUfTRuesesdns Thanszymsmuauluusuiimsanuides
mﬂmiiwamumammmwﬂsuLmuLLaummsmmﬁmmLamammmLaawmmaaawialm enlald
ooy uaaﬁluivmummLaaqaqmmwsmslﬂLLavmﬁammimmLaaquuasnﬂnauamummwamwLLa‘v
dns

2.3 Ussnanadssdrumaluladansaumna

dtinineuinmsuazmealuladasauna lemuunUssnnanudsssnumaluladasauna anu
LuIM98s COSO (Committee of Sponsoring Organization) tJu 8 UszLan Fall

1) ﬂ’)'ls.lLﬁ&Nﬂ']umEJﬂ’lWLLauﬁ\‘lLL'maa&I (Phy5|cal and Environment R|st)

RUYH ﬂ’J’]iJLaEJ\W]Lﬂﬂﬁ]’mﬂﬂﬂﬂﬂﬁuﬂnﬁﬂﬁlﬁ]’lﬂﬁ'iim%’]GILLauﬂEJVIZJ‘UHEJWWJu WU 1RAe
gvnde 8aAte Ak nzualnidndes nsguyuUseriae n1snense iwmmﬂmmmﬂmmm
UaanderesiRnssruuiadotiouazasuiinned Laiesneufiumesisiing uaysyuudeansia
Uszansnmiieane
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2) AnadeadiuyaaIns (Human Risk)
vinefls pandeainanyasnsiieadestumsdidunuiumaluladansaumne
FeluFuN1T9URY MIRTIRAEUNTYNL NsueuvENenthTuarAVEIsARINT wazAEYnIL
fflduidesiunsdniunsnineetsaziden LW@IﬁUﬂmﬂiuﬂ’mﬂJi mmm'ﬂﬂumﬂmm
mﬁ(ﬂLL@iﬂ‘H’]ﬂ’J’]ﬂJUa’e}@ﬂﬁJiuUULVIﬂIuIﬁEJﬁ’]iaumﬂ satynaInsaeueniiieadosimimsuay
VINERH
3) AnuiAsdugUnsaimaluladanssumea (Hardware and Data Communication Risk)
vinefe muidssiAinananuRanainvesgunsal nsiedeuthesieiosgunsains
amﬁqqﬂﬂmﬂluﬁuﬁlﬁmmzau nsgnfeanAImaIndesine wu hiareufiames Malware, Trojan,
Adware \Hudu iedidumslasfinnnglu uazsnnnisuenlneniaedotte (Networks) Wo97n
ARNABSIABATI LW 910 USB Flash Drive %38 USB External Hard Disk Drive 1dusiu
4) s siulusunsurewRamef (Software Risk)

vineis mmidssiiAinanmssruumsvhauestusunsuse wu msldlusunsuilifinng
Smanlsiviuatie Woastedlwifieraifinan Bug vessonduwidiu 4 wiomsgndlavisd (Harker) an
yhangssuy wiemslwenlduasilifidavs duhumineides enagnilesdedlidiszaasiindvans
Dudiu

5) mwmﬁlme’huiuuuﬁaua (Database Risk)

UGN mmLammmmmﬂ%muwamm lussuuasauwmaduenazneliiinANdeniy
ilesandeyagninane mwmasmmﬂmﬂiﬂsuamLwamﬂfﬂiﬂﬁmammmm n1sanasuLdnauily
Wasuudasteya yilAnemEeme mﬂmmmLszjamal,l,auaﬁwmmLa oudBunedAng AILAe
mmumﬂmmmmLﬂummammsusmsammimmLammmama Fadu masnwaTaasnfotes
foyadadudosddy Luaamﬂsuauamsaummﬂui’jmamﬂmamiuwmms Jeladudelagnse
sufeszanauialy nsshwndaeniovesssuuleyauaraeniinmesandesiie faffoan
AU A91n5550A viFemgsalla Seflenuddyuazdiduiiesdosinstesiu ileliAnnasiuas
RosrUUtayaasaumALazivalulad

6) AALELsRUNAENS (Strategic Risk)

vineie mmdsiiinanmaudsunlasesileuiedguna fuivisesdns leaanmis
WasuuUassguia uazduimsesdnseineg lusumaluladansauma vilinsivungnsmansuazna
grdiuasunladly

7) aandesdrunisdu (Financial Risk)

vinefls pandesronislasumsatiuayuuuszinaliiiieme wagdonisidnaneauuszaa

Ldviumuimuaan
8) Anandeslugunsusmsdnnis (Management Risk)
vinefs muidsaileanannsuimsitlisany lifluadunsduduanuii

2.3 dadedes
HadeflaziAnmnuidemeiussuuguteyamsaumavosmminedosvinanauns toun
2.3.1 Uadunneuen laun
1) Sosssud uagnmsiinaniunisaimliaiioanssvestasaniuinees
\P0sUsTanaNandn vielAseslsivY (Serven) vasszuugiuteya 1y Tl uasAofitR
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2) mavlusgunsaineufanesisiviefildiduduvesnsiafuiarsiusiudoya
3) Matheadsnevesfiaiesssananandn videutitnevan (Server)
1) szuunsdeansveaiaieteneniine indnidemevietates
5) szuunseuabilihdademse by
6) N5QNIENIBANABY (Hack) 1dseuugudeyaannyaranieuen (Hacker) g
Luilasuaugyn
2.3.2 Uadunelu laun

1) szuugudeyananideme vsedeyagnyinany

2) nsgntasa (Virus) vanegudeya wazlusunsuufuinisene angldnneluesdng

3) Wnthiivieyaainsvesmhenunannaianudilalumsldiedesiiegunsal
poufasTduEniL funzeensiuag Suoravhlisruumalulafansaumedems Mol vie
NeANIYINeU

2.4 msUszifiuanudenng

MsUssliunnademennannmssryaudss Msliassiauides uaznnsdndidunnades
TneUszdulomauazuanssnufiintu fionvddsifemyassuulssanaisssuy fegeanudems
$rouse Iiun Ausssnend MedesUszananavdniieusidedeme (Server) wagszuugiudeyandngn
anedemeantasa Jusiu

2.5 53UUSNYIANNUARANBULLATEYNY

sruuRBNImeLazaT ot sveMTIeTde vt ganauas Iéiaunededeidleailelving
ushussuuasuimesuazes et unienausaspanauasiliulusgrssiniwasiivszavsnm
Tnesvuuvdnisegiiotnsgudansaume (Data Center) drininsuimauazmaluladansauma
WNINYIRYTIVAANAUAT AUUANA-QAT AIUATILTIYN T NBIIDIANAUAT JINIRANAUAST

WINEIREIAAnauns leinsimvuaulauiskazuinsnislunissnwimulasnivege
duan Teeliisszuuaniausuassendunsvhauhuiu etionislaufiuazynsnidunduedetne
Tughuresendnuiiinisimuesnnsnis (Policy) sugunsal Firewall B3 14lunnsnses (Filer Package)
Ariudannglussuureaminendenuiganauns neTetneneuen W A3ene Uninet uay
wetevesfliuinisdumediinenty uenandudsfimatmunnninis (Policy) ivmitiidesiu
nsyngnludiu DMZ fiquairiesusivnefanuavosminendosesnanauns sadsnislilsunsa
doafula¥auuy Client-Server Tumsmsiaaeuiaies

oufumeiynieiosieglussuuinioevesmyinendesvinanauns fnsivuaulounsuas
1nsnslumsinmmnuiuasasndegadune ielviamnuvasnsouazdesiuanundemeiion
Antuifuszuuedetnerianun dagtueadotievesmingndenasanauns fnsuts Subnet il
Husruunguusennatadlawy (Broadcast Domian) ey Ysgnauriuimunlildvaneiay 1P address
UsgdWiguwuu Private eiiumnulasadeuavazmnuazsindmenisuimsianisseuulneanne
nsalAnteynnislaeu

ssuuiAetevdnvoming dusiganauns (Core Network) iogfflornsgudansauime
(Data Center) Wiaepauinataasuidv1enand (Server Room) dtininegusnisuasinalulagansaumne
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uvTivendesviganauns  ugudnisdendevimifidenlesszuuedetienelusefuney/dinanu
Tunandy 10 Gbps uwazszuuiAietnenieusniiaansavaunuiuld (Redundant Network) il
widgymsyuuiasednegudnanday (Single Point of Failure) wazuAUgyviAsvinlunisidntiadeya
(Bottle neck) Lilesos¥unsfivesuminendesvdganauas Jsdnvaurausioddgunsaiinietneid
UszAnSnmgeanunsnsesiunisidensiofiuszuuiaiednonelusazaeusniuy 24 x 7 dieldszuuau
gudoyaiiddyvenmingderuinanauns nieuiudeulssludigunsal Distributed Switch (L3)
uaz Access Switch (L2) Tugananseieg Fadufidevemihsmiluuminedusmdganauas

'Government Information Network (Gin)
Aguedosroufinmesuiivie (Demilitarized Zone)
*Tinsuvsineiay IP Address Wungueos (Subnet Mask)
“‘tnnerauniglu (Private Address)

SNRU Network Diagram

ISP1-Uninet ISP2-AIS a6
Tsadouid WU 21T 3 aIATs 4 amE s "
mem o HECH ad wysmand  Smensdans Tadained o 00
@ sl b ypeIes WIMIALD 590 e
-, -
LS = = 2 B2 =
- - - - Pas - -
1 Gbps.
2.0 Gbps 1.Gbps -] PP 1Gops | 1Gbps /4 Gopg
- -
- -
‘_-P 1 Gbps 1 Gbps ‘_-l
J— _ AT B
Antls N Jwenriams
external Server 1Gbps ._._. 1 Gbps
A, A, A H R 5 t - |
Palo alto 10 Gbps E E E * Library Switch L
firewall - - - watinifias 4500 FACAcE:]
g — — Ll AnEivmmant
internal Server
10 Gbps 10 Gbps I I I
D: " —" — 10 Gby e
ata center N 1 ” ps ‘-_'
Switch cisco ,_._. +
9500 i 10 Gbps 1Ghps, Aufne1AI
Uaansiy
10 Gbps, 1 Gops | oo -»
| wwvuw  Building 13 1Gbps <,
= 1Gbps switch 4500 =
10 Gbps - J L ajAans optic
J—— 1g0ps o = __._ 1 Gbps =
AnsTndaad ps b s 1 b :_'-p
10 Gbps ",9:' walinfuan 1Gbps A" Hlswitch L3
1Gbps 1 Gbps snaiuiminTg <y

uararumedou
awsidn

1 Gbps 10 Gbps,1 GbPs,_ 1 Gbps ™1 Gbps-.1 Gbps
P s

I
+ “— + + e

nafinuda waine waln  wavnawsdd e 10 avens 20 1-"’"3“"5
PMany  Twand 125130 srnuslnon

= -
e Mch L2

t
¥

]
)
o
2
a
@

“au":"“ avm1s 18 2A7s 14

JUN 4 uandlAsetngAaNNANSENSAUNAYRINMI NG YA ANaUAS

Y
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2.6 NFDUNSUIMITANISAULELS

N50UN1TU3MITANISAIEYY (Framework for Managing Risk) AUUINTFIUNITUTINTINNT
AdesEIng 15O 31000 wlieanidu 4 @ Tneduindeuriuises PDCA Usznaudig 1) n15919uNu
(Plan) 2) n1saileyia (Do) 3) NM13MTI9Y (Check) 4) nsUTudsauily (Act)

5UN 5 nT9UMTUTMITAMAULENS AU8IATFIY 1SO31000

2.6.1 M3PBNKUUNTBULHBNITUSMISAMALEEA (Plan)
Hutumeunisvinudileanmindenvesesing msuimsarudsmesesinias
Sudunnmsvhenadlalunanundeutimelusaznneusnvetesdins Tassadnsesdng msriun
uIEJU’l'EJﬂmaJGiEJLﬁawmﬁjﬁﬁ] (Business continuity policy) ‘J’mﬁﬁmqﬂizmﬁ Wiy NSzUINnIg
LarEnsufTReuRRedestunsianisiueudes Welfaunsnaiauadwiiaenndosiuuloune
e IngUITaIAlagTINYRIBIANS
2.6.2 masiun1suivsanudes (Do)
mMsAfiunsnunsounsuimseandes asdunsasiiesiunmsnanleus
IAIUAN NTEUIUNT WagTBUFTR Anuatianauaznagnsivsngaudmiunsaiiiuns msth
Weusuagnszuanmsudmsianisanudsaldlunssuiunissiige msdnvienans nisiineusy
nsdeansesdng Audumsitelriulainnssuaunsuimsanuidssing Wunshluuioalunn
syiunazthitnuiietesluesdng lnadudnmilwosnsufoRnuvesesdnsuaznsyuiunisma
3319
2.6.3 MahAnAIuLANUNIUNTUNTUIINIANALEES (Check)
Tutuneuiandumsussdiuasmsananssidunuvesagnszuiunms
anufmvtfisussunsuInImudsadusser msmumuianseunsuimsanades ulsuiouas
uURgsaLELe MIdaviTsnuAIEss AufamhueaurunsUIIMIALIAs LAY NS
fuiumsaenadesiuulsutsnsuimsanandss nmsdaimesnuaudes anufamihvesusunis
Udsarmidss uagnsadunisaeandeiuuloniensiimsanuidss MsTsnuRadnsaldiie
ilvdnsnumuleagiheuimseely
2.6.4 msU%’mlﬁgqnsaumiu'%mim']m?im (Act)
Junisedunmsujianisudlanazdestuainanisnumulaedieuims saudens
fulunsuugeszuunsdanisniden (Risk Management) #g
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NIZUIUNITUIKITANNLEBY

WINENEETUAanauas lansentndanudiAyvedoyalazn1svinauredITEuy
\nTovneiatuayunsufifnuvesisnuiionausrauiuanudsmeainiedoidsasing o
Jaweunnglidininguinsuasinaluladasauma Musuuimsanudssimuneluladasaume
w.ei. 2567 — 2570 Waenadesfuulousnazuuufiinisinmeauiuasaoadsfuarsaume
uNineNdsiganauns nsruumsUisinnisarendeseminsnuEudunnmsnusadeya
MArdesiuAanss/adeidss vionsruiueuiinasenmsdidunuimumaluladasaune uag
yhmsAinudoya seaumuAniuinfudutRouguRnssdug fmsamsuimsiaman
Aeailddarinsiinsgilaeuenmsiessieenduionssusieg Fereluil

3.1 UWHUDTILUIMNAUALTUABUNNTUTINTANULE-S

- |
TUEATEAITU Lﬂ F.Iw!'f"h’ﬂ‘iﬁ'l.ﬂ.’] LWBATT

Uszitiu

w o e H oW .
szAuoauiula lnglinamaua

arine Lissadlnsdaaaimiy

s barzwmn Ul uﬂx|
i

= O B |
iﬁFUI‘lHBEIEJLITUi‘ﬁIM]WBQJJﬂTE

HE ATy ENFI".I"I!-II.ﬂFN

4 a by
| v | mrusy dtetfesiubilironudo
- w - w
l wrdauing U seduiizaniulaila
x| I-I = — wr v w L
nvssdiussiunIdos syaviliauraseniuls foa
- o d o - -
i » %mmiﬂ'ﬂmﬁ'mmﬂuag‘luimuw
+ aautulasall

ATTABUANDILAEATTIANTTATI Lﬂ b

szduitbimansoooduld Suffudas

—  gann

L e |
I.T'\‘HI'FI]"I’I'.‘IJ.HI‘?JT]H\"I

h

Savhwnniwrranudog Teg

RTEiTInaIvR TEHT Anwauusnudwsandng
(Root Cause Analysis)

n P
U mmniﬂmrﬁuuaz'azuz LIE

¥ i audsEunm winddu dusu

ARFILEEMIUTTY

¥

Ailuasisanieg
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AEMEATTUNITUSWITAIEYS

i ALIUNTANUATZUIUNTIAVINNG

uwvAlulagansaumed uSmsAEsg Tne

1. AumuazszyUadeides
r

F 3
Y

ABMZYUATUUSSAULEeS 2. TIATERLUINILaZ T URDUAT

NI amiANsuTMmIAULEeS

F 3

l 3. IMUUANIASATS SIUTIUUHUANS

. - — o Sansanade s aunuIIeng
slunslitieU{Ua

FAN1TANULE BImUR INTIUH

l lésunauwane

AnauuazUszEiuauEe

k4

thiueguimsfiansan
l ﬁu‘t{au

EEEMGEREIT

WuDAMENIIUATTUTMNTANIES

UNNINYIFBIAYanauas finmseduanulunmsusmsenuidsssumaluladasaume
TngAnznssuMIUsMIsAUAsssumaluladasaumavo s Ing sy LLazQ’ﬁLﬁ'm%’m Toun dadn
Angusnisuazmalulad (udumaluladaisaund) aneyudiunisudnisanudos lunis
ATUNNIALNTEUIUNSIANSUSINSAL s umaluladansaume 3 Suney Ao

1. pagyhaudumsuimsamdss Ansanlunsdunuagszytedodes Jiasen
LAV LAET UADUNITIAYINTUSISANULEEY LATAMUALIATATT SIUTINMELANTSANNT AULE S
WEULLINIINISTANSANEsI RN TSUTlF T UL e UL

2. AazThaOuuNsUmsAuEes tiduewauuImsaudssnunaluladansaume
‘w%’auLmeqmi%’@mimmLﬁwauaé’ﬁmﬁﬁmim

3. AMENIIUNMSUSIMsAULETlUSE R ULV ROSANUHLUSMSAINLLEIRNY
wAlulagansauine

4. UssmelfuarfioufiRnuusuuimsanuidsuaziumansianisannudes

5. AMZAIIUNMTUSIMIAUESTER UL A NS RinnuuasUssidumudes

6. ﬂmzﬁwmuéfmmﬁﬂ%mimmLﬁm%“@ﬁﬁaiqﬂ51EmuLauaﬂmzmimmw’%mimmLf?‘%sm
JEAUNAING1AY
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3.2 MUUAANULFYINUNAL UL agaSEUNA

ludveauminendesviganauns Inedindneuiniswazmaluladansaune (Muleanu
Anua) tdasigrudrindanudedy 5 91U fig 1) ANuAewIUNENNLarEUINdY 2) ATIULEES
AUYARINT 3) Audssinugunsalinaluladansaume 4) Audes lusunsunsuiunes 5) Ay

\desenusyuuteya fail

AAuN USTANANULEYS AULHYS
1 AULELIATUNIENTNLAL 1. Hus55ud lawn 9aASY 1N wHuRulr #ein
Aunaou Wusu

ANNYUDUNAITRIABLT B TUIUIENAN
2 | Andganuyaaing 3. mignihansnisiifeszuumalulagansaunaves
mhsnuililasvoygnlulgluniiianguune

4. msgnilesdesanmisasilinteyadiuyana Ay
WsrvUaRAuATRItaLAdIuUAAA (PDPA)

5. szuunseualnddndes

6. gldnuunaanuaseyintunisldanumalulag

ansaumelivaansie
3 | anwudsainugunsalinalulad 7. szuuseditunesulTnevanuargUnsalidene
GREGIIVIG \Howanw

Tiusnisssuuesevielianeneuenvgalviuinig
nsgnlaviAsaawite (Sever) shlvilaiananse
Tiu3nslé (Denial of Service-Dos)

10. n1shasnssugunsalneuiawes/aunsalsanis
AN INDS

11, uasSedniiaunzaeuiiimes gunsaivseaelni
aedayeyed

12. nislidneseieunsuinlaglidlasuauge

13. nsldnauiiumes/seuuinsoingiiningusvasd

4 | anudssiulusunsa 14. Mmagnlandssuunniasevienislu
ABNTIADS 15. msAndauazldoumenduriflidavanignaem
nVANY
16. nMsgnunInndlaisyasan/Jaeelifaneufiames
(Malware)

17. M3gnlasnssugIudeys

18. Madeusesruuinietnedumediinuardunsin
Intog

5 | dussuudeya 19. Joyaiilvannmsiasuilefld

20. fgpdlnianmaiauilusunsudssendnislussdng

21. MyaymeYasloya

22. MslUswNSUANRIUNTAE Outsource VIALKUNNT
USMsANUsaLLa
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GUIANT Uszinnadandes AALEE
6 | Anudssinunagnd 1. nagnsaunsiamvanalulagansaumnainis
Wasuudas
2. msfvunnagnsiuweluladlsiaonadasiulani
wWasuwdadlutlagtu
7 | Aadeeiunnsiiy 1. suUsssnaaiuayunsUiudsussuumallad
ansaunealiiieme
2, msl,ﬁmhmwismmm'ié']’m%%’méjwi’aqﬂiﬁmﬁma
wialulagasaunaliviunuivuaia
8 | mmidssnunmsuimsians 1. mavsmsiamsmumelulaglifany
2. ausunsiiunsiumaluladansaumned
Wiawau

3.3 Asziiwazuseiunnudsefnussuumalulaggnsaumne
A Y g 4 = . . . . S v o2 =
WINeNSesIEAnanauns assyauLdss (Risk identification) Ine@lviiuianuides
AN Nesrnsdgyegnaazunisimuaussinuanudssinunaluladasasaune saunnts
Usziuszauanudululanasnansenu daed

1Y

3.2.1 szaulanianaziiannudes (Likelihood) Muuald 5 seeu fail

LAY Temadlaziia SRV WeUTune
I_ flomaiaifeunnass lsivAu 1 afaded
2 ey flonalunisiinreutdnagaviseves 2 Adwiel
3 Urunand flomanunanss 3 pdasiod
4 GR p1aillomainuduug ass 4 ASwiel
I_ emainlunsaleniiu wnnh 4 asadeT

3.2.2 S¥AUAMNTULTIVBINANTENY (Impact) Awuasansenuld 4 Au usagau
Mvuanuald 5 s¥eu dail
(1) WanseNULeUIUIN AIUN15RU (Financial)

32AU 33AU NANTZNU
ALY AUTULSS
1 fiyarnandes < 300,000 U
2 g fiyarnnandes » 300,000 < 800,000 UM
3 Urunans fiyarnnandes » 800,000 < 2,000,000 U
i a9 fiyarnnandss » 2,000,001 < 6,000,000 U
:_l fiyarnnandes > 6,000,000 U
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(2) wansEnuLdeAMAIN Arun1sAiueun1sTiuinig (Operation)

STRUATHULY 2R NANTENU
AINTUUI

1 nsbrusnsdainfiunsle witiuwiliureneavedn
adunsunlelaniely 15 unil

2 nsbauinsdeantiunisle willwunldusngayedn
adumsunlulaniglu > 15 < 30 Wil

3 Uunan msliunsmgavein didunisudleldnnelu > 30 uift < 1 dlu

4 GR msliuimsvgavein ddunsudluldnelu > 1 Hlus < 4 alus

- e

nshiusmsmgavedn andunisudlalanelu > 4 Falus

(3) NANTENULIIAMAIN AUNTWENWAIBIANT (Reputation)

STAUAZLUY SZAU NANSZNU
AUTULTS
1 DRIEEN! finsweunsyrilunstanelunuiisuReveu
warliifinansznulunsausenmdnvelwasdodeavemingde
2 o8 fn1sweunsimlurdianigludiningusnis
warliifinansznulunsausenmdnvelwasiodeavemingde
3 Uunang n1sweunsglusgauumingas
warliifinansznulunsausenmdnvalwasdodeavewningde
4 6N finsweunst vt ing 18y
wazliifinansznulunsausenmdnvaiwasfodewe s ingde
5 ANSINELNSVIBAUDNURINGIGE
wazliifinansznulunsausenmdnvaivasfode e ingde
(4) HANTENULTIAMNIN ATUNIINY (Employee)
STAUAZLUY STAU NANSZNU
AUTULTS
1 Wogun Aowsnsal udldneliAnnisuiniu
2 ey Aawsnsal neliAnnisuiniduidniesnsennau < 3 fu
3 Uunan Aowsnsal neliAnnisuinidy WU < 1 Lhou
il GR Aowsnsal AelmAnnisuiaiduania WU > 1 1Aou

o [em

Aawsnsal nelviinnisidedin/guidesTers/mnwann

3.2.3 SLAUANULHE L‘T]umi@mmﬁmﬁuﬁ‘iwﬁﬂamaﬁ%LﬁmmmLﬁaaLLazmaﬂismﬁuaq

ANUEENRIANT Tainsyauadedluseiula Ingldmsseduainudesgean

INNISNDU

'
a

NALADIUIINS




ANULAEINLBUSULR <

L

Fhalo)

Ton1ana

—p ANUEIYaNSUllR
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