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Necessary for website (@) Help us analyze website
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FUNCTIONAL COOKIES D ADVERTISING COOKIES

Enhance site features & N Assist in providing relevant
personalize your experience ads & offers

By using our site, you agree to the use of cookies based on your preferences.
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5x5 Risk Matrix Example

Risk level criteria Example

Severity (Impact to Data Subject)

Likelihood
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o RETENTION
EXPIRY CHECK

* System identifies
personal data that has
reached the retention
period or deletion request.

Bo

* Authorized officer reviews
and approves deletion
through a formal workflow.

ROLE-BASED ACCESS CONTROL

Only authorized personnel can approve and execute deletion.
AUTOMATED RETENTION POLICY

System enforces deletion when the retention period expires.

SECURE DELETION METHODS
Use of encryption, wiping, or cryptographic erasure to
prevent data recovery.

TAMPER-PROOF LOGS
Deletion logs are protected from alteration and unauthorized access.

DATA DELETION &

AUDIT SYSTEM FOR PDPA

Ensure lawful deletion and verifiable destruction of p
in accordance with PDPA requirements.

e DELETION 9 SECURE o
APPROVAL DATA ERASURE

» [3] » O »

* Data is securely erased using
appropriate methods based
on storage type and medium.

O AUDIT EVIDENCE EXAMPLES

DELETION LOG VERIFICATION REPORT DESTRUCTION CERTIFICATE

Record ID: DEL-20250424-001
User ID: admin01

Date & Time: 24 Apr 2025 14:35:22
Data Category: Student Records
Metheod: Database Secure Erase
Status: Completed

NS LLazely

Hns1 37 (3)

a o/

£U

LOGGING

DELETION LOG

User ID
Date & Time

Data Category
Method

¢ The system automatically

records a detailed
deletion log.

4

o7

Verified by: DPO Office
Date: 24 Apr 2025

CONFIRMATION &

* A separate reviewer
validates that the data
has been properly deleted.

Issued by IT Security Team
Date: 24 Apr 2025

INDEPENDENT o
VERIFICATION

FINAL RECORD
& REPORTING

¢ Adestruction record is
generated and stored
for audit and compliance.

o BENEFITS

=)
(/]

O

Ensures compliance with PDPA
data deletion requirements.

Provides verifiable and
traceable audit trails.

Prevents unauthorized
data retention.

Strengthens data
protection and trust.
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